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Notices

Copyright © 2013-2021. Aurea Software, Inc. (“Aurea”). All Rights Reserved. These
materials and all Aurea products are copyrighted and all rights are reserved by Aurea.

This document is proprietary and confidential to Aurea and is available only under
a valid non-disclosure agreement. No part of this document may be disclosed in
any manner to a third party without the prior written consent of Aurea. The information
in these materials is for informational purposes only and Aurea assumes no respon-
sibility for any errors that may appear therein. Aurea reserves the right to revise
this information and to make changes from time to time to the content hereof without
obligation of Aurea to notify any person of such revisions or changes.

You are hereby placed on notice that the software, its related technology and services
may be covered by one or more United States (“US”) and non-US patents. A listing
that associates patented and patent-pending products included in the software,
software updates, their related technology and services with one or more patent
numbers is available for you and the general public’s access at https://markings.ip-
dynamics.ai/esw/ (the “Patent Notice”) without charge. The association of products-
to-patent numbers at the Patent Notice may not be an exclusive listing of associa-
tions, and other unlisted patents or pending patents may also be associated with
the products. Likewise, the patents or pending patents may also be associated with
unlisted products. You agree to regularly review the products-to-patent number(s)
association at the Patent Notice to check for updates.

Aurea and Aurea Software are registered trademarks of Aurea Software, Inc. in the
United States and/or other countries. Additional Aurea trademarks, including regis-
tered trademarks, are available at: https://www.aurea.com/legal/trademarks/. Jive
Is a registered trademark of Jive Software, Inc. in the United States and/or other
countries. Additional Jive trademarks, including registered trademarks, are available
at: https://www.jivesoftware.com/legal/.



https://markings.ipdynamics.ai/esw/
https://markings.ipdynamics.ai/esw/
https://www.aurea.com/legal/trademarks/
https://www.jivesoftware.com/legal/
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Third-party Acknowledgements

The following third-party trademarks may appear in one or more Aurea Monitor
guides:

* Amazon is a registered trademark of Amazon Technologies, Inc.

e« Apache and Derby is a trademark of Apache Software Foundation.

e Chrome is a trademark of Google Inc.

* Eclipse is a registered trademark of the Eclipse Foundation, Inc.

« HP-UX is a registered trademark of Hewlett-Packard Development Company, L.P.

* IBM, AIX,DB2,andWebSphere areregistered trademarks of International Business
Machines Corporation.

* Intel and Pentium are registered trademarks of Intel Corporation in the U.S. and/or
other countries.

 JBoss is a registered trademark, and CentOS is a trademark, of Red Hat, Inc. in
the U.S. and other countries.

* Linux is a registered trademark of Linus Torvalds.

* Microsoft, Active Directory, Internet Explorer, SharePoint, SQL Server, Visual
Studio, and Windows are registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

 Mozilla and Firefox are registered trademarks of the Mozilla Foundation.
* Netscape is a registered trademark of AOL Inc.
* Oracle and Java are registered trademarks of Oracle and/or its affiliates.

* Progress and OpenEdge are registered trademarks of Progress Software
Corporation or one of its subsidiaries or affiliates in the U.S. and other countries.

* Red Hat and Red Hat Enterprise Linux are registered trademarks of Red Hat, Inc.
in the U.S. and other countries.

» SAP and SAP NetWeaver are registered trademarks of SAP SE in Germany and
in several other countries.

e SUSE is a registered trademark of SUSE, LLC.

 Sybase is aregistered trademark of Sybase, Inc. in the United States and/or other
countries.

 Ubuntu is aregistered trademark of Canonical Limited in the United States and/or
other countries.

e UNIX is aregistered trademark of The Open Group in the United States and other
countries.
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All other marks contained herein are for informational purposes only and may be
trademarks of their respective owners. Please see the ‘notices.txt’ file for additional

information on third-party components and copies of the applicable third-party licens-
es.




Table of Contents

Chapter 1: Welcome to Aurea Monitor 2021 R2.1........ccoeiiieiiiiieeeiiieeee, 6
ADOoUt AUrea GlODal SUPPOIT. ... ettt e e e e e e e et e e e e e e e e e e e s e e annnenes 6
Chapter 2: Changes in this release.......ccccccceiiiiiiiiiiiii e 7
New features and ENNANCEIMENTS. ... i i ettt e e et e e e et eeeaane 7
FIXEO ISSUBS ..ottt ettt e ettt e ookt e e e okt e e e e e bt e e e ek e e e e e a b e e e e e naan 7

Chapter 3: About Aurea MONITON ... 12




Chapter 1: Welcome to Aurea Monitor 2021 R2.1

1

Welcome to Aurea Monitor 2021 R2.1

Aurea is happy to announce and provide release version 2021 R2.1 that fixes a few
issues and provides additional improvements in Aurea Monitor.

* Release version: 2021 R2.1

For details, see the following topics:

* About Aurea Global Support

About Aurea Global Support

You can find the setup files on the Aurea Monitor Product Downloads space on
Worx.

If you encounter a problem while using an Aurea product or require assistance with
downloading the software or upgrading a product release, please, try to:

» Search the articles on the Aurea Knowledge Base for solutions to your issues.

» Search the product documentation and other product-related information that are
also available on Support Central.

* Ask your question on the Aurea Integration Solutions Hub on Worx.

If you still cannot find a solution, open a ticket on Aurea Support Central. Information
about the support organization is available on Support Central, as are the Support
Guide and Escalation Guide.

You can find documentation within the product or on Monitor Documentation space
on Worx.

For information about purchasing an upgrade or professional services, contact your
account executive. If you do not know who your account executive is, or for other
gueries, contact us through our website.
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Changes in this release

For details, see the following topics:

* New features and enhancements

* Fixed issues

New features and enhancements

Here you can find the new features and enhancements in Aurea Monitor 2021 R2.1.

Table 1: New features and enhancements

Component Issue ID Description

ACTA-61474 Improved Network Overview performance by 15.3x
(with cash already loaded) and 24.0x (fresh instal-
lation)

Fixed issues

Here you can find the list of resolved issues specific to Aurea Monitor 2021 R2.1.

Table 2: Fixes in Aurea Monitor 2021 R3

Component Issue ID Description

Management ACTA-56238 Upgrading database records from Standard to
Server Enterprise returns Invalid object name
'SYS.INDEXES' error message

Intermediary ACTA-56432 OAuth 2 access point protection: An appropriate
HTML code with a clear error message should be
returned on the client side if the redirect uri
parameter is not configured

Intermediary ACTA-56441 OAuth 2 access point protection: A clear error
message should be returned on the server and
client sides if the scope parameter is not set

Intermediary ACTA-56572 When configuring policies, the Custom Site Crite-
ria: Type icons overlap the criteria text
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Chapter 2: Changes in this release

Component Issue ID Description

Management ACTA-56576 The active stabilizer's icon should not be red and

Server flashing; its tooltip should not read 'alert’' — as this
is not an alert but a status icon

Management ACTA-57484 When trying to filter Website static content, user

Server is not able to select a site for the Specific Site
option

Management ACTA-57609 The equal sign = is missing before the values in

Server Additional JVM arguments while creating custom
Agent or Intermediary profiles

Management ACTA-57622 The destpPrefix and jms.ext related parameters

Server are not inherited while creating custom Agent or
Intermediary profiles

Intermediary ACTA-57666 User is not able to access point contract if the
Unique ID of an access point has the word 'api’
included

Agent, Interme- |ACTA-57992 Passwords should be encrypted in Management

diary, Manage- Server, Intermediary, and Agent log files

ment Server

Management ACTA-57994 Derby database related information should not be

Server logged if Monitor is configured with an external
database

Management ACTA-58101 Management server and application server should

Server show trusted certificate expiration date in the
same format, time zone included

Management ACTA-58151 LDAP group attributes should be correctly saved

Server when defined

Intermediary ACTA-58257 On the Export Profile Wizard, the Name and De-
scription fields should be wide enough to comfort-
ably read the defined texts

Intermediary, |ACTA-58662 Users should be able to download anttask.zip

Management without errors

Server

Intermediary, |ACTA-58991 When user defines search criteria, a warning

Management should be displayed if the specified end date is

Server before the start date

Management ACTA-59027 The New Stabilizer Switch Name field should not

Server be shown as required while defining rules within

a rule set
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Fixed issues

Component Issue ID Description

Intermediary ACTA-59213 Memory leak on message field evaluation error

Management ACTA-59415 The icon is missing for alarms and alerts generat-

Server ed by custom policies

Management ACTA-59870 After renaming a custom added package in the

Server file system, user is not able to delete the missing
package or add a new one in Management Server

Management ACTA-59876 The Clone button is missing on the profile list view

Server

Intermediary ACTA-60222 Export Profile upload should fail if the selected
service group has no active revision

Management ACTA-60365 Agents show 'Outdated’ upon startup of additional

Server Agent on another machine

Management ACTA-60403 When using Active Directory, role-based using

Server User-Attribute mapping does not work

Intermediary ACTA-60581 When using the Throttling plugin, the 'Max Con-
current reached' counter in the events log is not
updated on throttling

Intermediary ACTA-61139 Intermediary not fully in line with RFC 7523 for
JSON Web Token (JWT) authorization

Management ACTA-61271 Clicking Show All Search Results when searching

Server shows an empty dialog

Intermediary ACTA-61288 ClientlD should be displayed on Ul during an
OAuth2.0 client creation

Intermediary ACTA-61290 User should be able to SET (creation) and
CHANGE (modify) OAuth2 Client's client secret
by using the Ul

Management ACTA-61292 Live traffic is not always showing if the 5 minutes

Server time interval is selected

Agent, Interme- [ACTA-61441 JSONPath plugin is returning alerts

diary

Management ACTA-61472 Statistics Details should not be fetched for hidden

Server items

Management ACTA-61566 Error is returned while running the maintenance

Server script due to duplicate binding

Management ACTA-61753 Internal server error occurs when trying to get the

Server details of an audit log record
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Chapter 2: Changes in this release

Component Issue ID Description

Intermediary, |[ACTA-61946 Intermediary provisioning fails with null pointer

Management exception

Server

Intermediary, |[ACTA-61948 User is not able to provision MultiValueCondition

Management to Intermediary

Server

Management ACTA-61983 Support.zip contains errorsdueto LogDataSelect-

Server Statement not being database type aware

Management ACTA-62032 In the Statistic Details dialog box, the hovering

Server hints for non-zero values should surround value
indicators

Management |[ACTA-62064 In the Website Static Content filter, the Node list

Server should be sorted

Intermediary ACTA-62228 Combo List items values are clipped at the end

Intermediary ACTA-62312 SAML 2.0 assertion generation fails with exception
java.lang.NoClassDefFoundError: javax/res

Management ACTA-62326 The Statistic Details page intermittently becomes

Server unresponsive while selecting the precision

Management ACTA-62350 The expanded Statistics Details dialog is blocking

Server the Ul

Intermediary ACTA-62416 Global call timeout should be exposed in the Ad-
vanced Tuning section of Agent and Intermediary
launcher profile and the configured value should
be provisioned with the AgentConfig

Intermediary ACTA-62426 Policy for specific service group cannot be created

Management ACTA-62460 In the Statistic Details dialog, X-Axis number

Server changes unexpectedly after clicking on the Show
Summary Section arrow

Intermediary ACTA-62478 Global call timeout is not exposed on the Interme-
diary and Agent profile pages

Management ACTA-62537 On the Timeline bar, when paused, the visual

Server highlight of the selected time in terval should
move to the left with time passing and the green
vertical line should always point to the current
time

Management ACTA-57805 In Key Server Certificate, if the added certificate

Server has a long serial number, the number may over-

flow its box and make other fields unreadable
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Fixed issues

Component Issue ID Description

Management ACTA-59025 When defining a new reusable condition for a

Server policy group, validation that mandatory fields are
populated must be performed on every step of
the wizard

Intermediary ACTA-60220 If Active Object Editing is disabled in Configu-
ration > Settings , users should not be able to
delete active service groups

Management ACTA-61267 On the tabs under Infrastructure, the Summary

Server section overlaps the main section of the tab on

narrow screens (or narrow browser window width)
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About Aurea Monitor

Aurea Monitor provides operational and business visibility, root cause analysis,
policy-based security and control of services in a heterogeneous environment. With
it, you gain the quality, visibility, and control needed for business transaction assur-
ance from development through application support. This is achieved with:

Automatic end-to-end visibility to detect issues proactively and repair problems
quickly and effectively.

Business insight on executing transactions and tools to dynamically manage
service behavior to optimize business outcomes.

Flexible, standards-based support for authentication and authorization for web
services unified under a single interface

Centralized policy management and distributed policy enforcement providing
consistent security and compliance
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